Institute for Community Alliance

Annual HMIS Privacy and Security Audit Checklist


	HMIS Agreements

	Yes   No     Agency has a copy of the signed Agency Partner Agreement.                                                                                  Yes   No     Agency has copies of signed Sharing Agreements for all agencies data is shared with.                                                                     Yes   No     Agency has a designated Security Officer.                                                                                                                                       Yes   No     Criminal background check is completed on Security Officer and HMIS Administrative Staff
	 FR:  Vol 69, No 146     4.2.6 & Vol 76, No 237                                    508.9(c)                                  580.35(1), (2)                      NMIS SOP 105                                                                                                                                                                                                    

	Privacy Notice Policy

	Yes   No     Your agency has the HMIS Notice of Privacy Practices posted at every intake location.            
Yes   No     A copy of the Agency Privacy Notice are made available upon client request.
Yes   No     Date of the Agency Privacy Notice/Policy.                                                                                                  Yes   No     Privacy Notice is located on Agency Website                                                                                                    Yes   No     Agency provides reasonable accommodations when requested for Privacy Notice.                                  Yes   No     Agency disclosed PPI only if the use or disclosure is allowed by this standard and is described in the Agency Privacy Notice.                                                                              
	NMIS SOP 406        FR: Vol 69, No 146   4.2.1,  4.2.3, 4.2.4 

	Client Consent

	Yes   No     A signed Release of Information consent form signed for all adults and households to share information between CHO providers.
	FR: Vol 69, No 146    4.2.3          NMIS SOP 407

	Data Collection for HUD and Federal Partners                                                                                                                                                                              

	Yes   No     HUD Universal Data Elements are being collected on every client:                                                                                                                                 Name     Social Security Number     Date of Birth     Race     Ethnicity      Veteran Status     Disabling Condition  Residence Prior to Project Entry     Project Entry Date     Project Exit Date     Destination     Client Location               Relationship to Head of Household     Length of Time on Street, in an Emergency Shelter, or Safe Haven
	FR: Vol. 76, No. 237                            580.33(a)                                 

	Yes   No     Program Data Elements are being collected for all CoC, ESG funding and Federal Partners.
	FR: Vol. 76, No. 237                            580.37 D 1 

	Data Quality is monitored for each project by (check all that apply):                                                                                                     Yes   No     Monthly data quality reports                                                                                                                                              Yes   No     Quarterly data quality reports                                                                                                                              Yes   No     Yearly data quality reports
	NMIS SOP 108

	User Authentication

	

	Yes   No   User login names and passwords are not shared.                                                                                                   Yes   No   User login names and passwords are not kept in public locations or on internet browsers.                                                                                  
	FR Vol 69, No. 146    4.3.2             NMIS SOP 404

	Physical Access to HMIS

	Yes   No    All HMIS workstation(s) are in secure locations or are manned at all times if they are in public accessible locations.                                                                                                                                               Yes   No    Work stations utilize password protected screensavers.                                                                      Yes   No    Work stations have current operating systems and internet browser security.
Yes   No    Printers used to print hard copies from HMIS are in secure locations.                                                            Yes   No    For users able to access HMIS from outside the workplace, the agency has a data access policy.
	FR Vol 69, No. 146    4.3.1             NMIS SOP 203   

	Hard Copy and Data Disposal

	Yes   No    Agency has procedures in place to protect hard copy Personal Protected Information (PPI).                    Yes   No    Staff are trained on how to protect and dispose of hard copy data.                                                                        Yes   No    Hard copies of client files are stored in a locked drawer(s), file cabinet(s), or locked offices.                      Yes   No    Agency has a disposal policy for data including the shredding of paper hard copy, reformatting of disks, and destroying hard drives from computers and copiers.
	FR:   Vol 69, No. 146                                    4.3.1,           4.3.3


	Virus and Firewall Protection

	Yes   No    Agency computers are networked.                                                                                                       Yes   No    Computers have virus protection with automatic updates.                                                                             Yes   No    A firewall is on the network and/or workstation(s) to protect from outside intrusions.
	FR:   Vol 69, No. 146                                    4.3.1          NMIS SOP 203



As Executive Director of this agency, the Annual HMIS Privacy and Security Audit Checklist has been completed to insure compliance in gathering, storing and destroying HMIS data.  





_____________________________________________________                                                                                                      Printed Name of Executive Director


_____________________________________________________		____________________                             Signature of Executive Director							Date of Audit Completion


_____________________________________________________                                                                                         Agency Name


_______________________________________		____________________	_______	___________           Mailing Address					City 		                             State		Zip Code








